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To All Employees of Fairfield County:

As elected public officials, it is our responsibility to the citizens of Fairfield County to make our
workforce as productive and effective as possible. A cooperative effort between and among county
employees is a key to good government. You are an important and necessary part of our success.

As a public employee of Fairfield County, your working life is governed by many rules and
regulations. This booklet serves two purposes. One is to acquaint you with the rules and regulations of
county employment; the other is to urge you to set high standards, to allow for personal development, to
work for recognition and to perform at your personal best.

In 2019, we adopted “We Live the Code” to espouse the goal of providing exceptional internal and
external customer service as a core value of Fairfield County government. It is you, Fairfield County
employees, who help us accomplish this goal of exceptional customer service each and every day. To you,
we say thank you. As we continue to Live the Code, our shared values of teamwork, responsibility, and
harmony make Fairfield County a better place for everyone.

Procedures and practices are subject to modification and new developments. New updates will be
provided whenever necessary. While, as of this date, these personnel policies are consistent with the Ohio
Revised Code, when there is any conflict between a statute and County policy or regulation, the Ohio
Revised Code shall prevail. Any questions should be referred to your immediate supervisor.

Sincerely,

Fairfield County Commissioners
Steven Davis

David Levacy

Jeffrey Fix



We Live the Code

I am a member of a TEAM of dedicated professionals who strive to exceed customer expectations. I listen
and respond effectively to customer questions and do not discriminate or pass judgement onto those that
come before me. | respect and value the opportunity to use my knowledge, techniques and resources to
assist, encourage and mentor customers.

I am personally responsible to complete work in a timely and consistent manner. | will be regularly present,
punctual and prepared to do the best job possible. | take ownership of errors and take action to correct them
in an efficient manner. | will continue to work to improve the performance of myself and others by pursuing
opportunities for learning. |1 will receive feedback in a constructive manner to develop professionally.

I will work harmoniously with others to get the job done, despite pressing deadlines or emerging crises. |
will share information with everyone involved to set a tone of cooperation. | will follow policies and
procedures as set forth by the county.



ARTICLE 1: INTRODUCTION AND ADMINISTRATION

SECTION: 1:1
SUBJECT: INTRODUCTION, APPLICABILITY & POLICY MANUAL ADMINISTRATION

The provisions of this Policy Manual are applicable to all employees of Fairfield County except as
specifically provided. Its purpose is to provide a systematic and organized approach to the establishment,
implementation, and administration of the personnel policies and practices relevant to all such employees
of Fairfield County. Policies are defined as the basic rules which guide administrative action for
accomplishing an organization’s objectives. Comprehensive and clearly defined policies, consistently and
fairly administered, are essential to the success of any organization. This policy manual is adopted and
interpreted exclusively by the Appointing Authority in each department, and elected officials, and is not
subject to modification, change, or contrary interpretation except as may otherwise be required by the law
and/or Constitutions of the State of Ohio and federal government. Any statements in conflict with these
policies made by anyone else are unauthorized, expressly disallowed, and should not be relied on. Any
questions relating to the purpose, goals, and/or interpretation of the policies contained herein should be
directed to the Appointing Authority.

This Manual is not a contract of employment or a guarantee of any rights or benefits, but is merely intended
to be used to assist and guide employees in the day-to-day directions and performance of their duties. The
policies set forth and adopted within this Manual supersede all previous written and unwritten personnel
policies of each Appointing Authority. Each Appointing Authority may supplement this manual in
accordance with applicable law. It is further the intent of this Manual to comply with all applicable federal,
state, and civil service laws and regulations which each Appointing Authority is required to follow. Where
there may be an unintended conflict between the Ohio Revised Code or applicable federal law and this
manual, the statute shall prevail. Employees are responsible, as a condition of their employment, to abide
by these policies and procedures. It is also the responsibility of each manager or supervisor to properly and
consistently administer these policies and procedures. In order to effectively implement this Policy Manual
and oversee its administration, the following affirmative action will be taken.

First, the most current copy of this manual is available to all employees on the County intranet. Second, the
policies in this manual may be revised, with or without notice, as changes in external law or other conditions
require. Only the Appointing Authority has the authority to make revisions or interpretations of policies
contained herein. Copies of said revisions will be available for all employees on the intranet prior to their
effective date. Third, employees are encouraged to make suggestions for improvements in personnel
policies and practices. Suggestions should be directed to the Appointing Authority in writing, together with
an explanation as to how such a change could improve the services provided to the public.



SECTION: 1:2
SUBJECT: EQUAL EMPLOYMENT OPPORTUNITY

It is the continuing policy of Fairfield County to provide equal employment opportunity to qualified
individuals regardless of their age, sex, race, color, religion, disability, military status, genetic testing, or
national origin, and to conform to applicable Equal Employment Opportunity laws and regulations. Equal
opportunity encompasses all aspects of employment practices to include, but not limited to, recruiting, hiring,
training, compensation, benefits, promotions, demotions, transfers, layoffs, recall from layoffs, discipline,
and other County sponsored activities and programs. Additionally, it is the policy of Fairfield County to
provide a means for communicating and resolving grievances and complaints regarding unlawful
discriminatory employment practices. Any employee who fails to comply with this policy is subject to
appropriate disciplinary action.

A copy of the County’s Equal Employment Opportunity Plan is available upon request.

SECTION: 1:3
SUBJECT: SEVERABILITY/SAVINGS CLAUSE

The policies in this Manual supersede any and all previous policies, written or unwritten, on subject matters
covered or referred to herein. In the event that any section of this Manual, or amendment or revision thereto,
is held to be unenforceable, invalid, contrary to law, or otherwise restrained from its full force and effect
by a court or other tribunal of competent jurisdiction, the remaining section(s) of the Manual, to the extent
that they remain unaffected by such declaration or restraint, shall continue in full force and effect. Each
Appointing Authority reserves the right to effectuate a lawful alternative to any section or part thereof
declared unenforceable, invalid, or contrary to law. The County will attempt to give employees advance
notice of manual changes. However, the County may revise these policies with or without advance notice.
Notice of the revisions will be available to all employees on the County intranet.

SECTION: 1:4
SUBJECT: DISCLAIMER

The policies and procedures established and set forth in this Policy Manual provide guidelines for the
supervisors and employees during the course of their employment with Fairfield County, Ohio to ensure, to
the extent practicable, uniformity and nondiscriminatory application of conditions of employment.

Nothing herein is intended to, nor shall it be construed or interpreted, so as to create contractual or vested
rights for employees with respect to continued employment, benefits, policies, procedures or any other
provisions of this Manual other than those rights created by applicable state or federal law.

Where there is a conflict between an express provision of this Manual and a collective bargaining
agreement, the collective bargaining agreement shall prevail with respect to that provision.



SECTION: 1:5
SUBJECT: COMPUTER, MOBILE DEVICES, AND INFORMATION SYSTEMS USAGE

General

1 Fairfield County computers, mobile devices, and information systems are the property of Fairfield
County. They may be used only for explicitly authorized purposes. Fairfield County reserves the
right to examine all data stored in or transmitted by their computers, smartphones, and systems.
Without notice, Fairfield County Information Technology (FCIT), and authorized Fairfield County
supervisors may enter, search, monitor, track, copy, and retrieve any type of electronic file of any
employee or contractor. These actions may be taken for business-purpose inquiries including but
not limited to theft investigation, unauthorized disclosure of confidential business or proprietary
information, excessive personal use of the system, or monitoring work flow and employee

productivity.

Personnel have no rights to privacy with regard to the Internet and e-mail. Authorized designees (as
referenced above) may access any files stored on, accessed via, or deleted from computers and
information systems. When necessary, Internet, e-mail, and collaboration application usage patterns
may be examined for work-related purposes, including situations where there is a need to investigate
possible misconduct and to assure that these resources are devoted to maintaining the highest levels
of productivity. FCIT has the authority and ability to monitor Internet sites contacted, e-mail, and

collaboration application usage at its own discretion or at the request of management.

2 All software installed on any Fairfield County computer or mobile device must be licensed to Fairfield
County. No Fairfield County employee may install, uninstall, or reconfigure any software or

hardware owned by the county without prior authorization by FCIT.
Allowable Uses of Computer, Mobile Devices, and Information Systems for Business Purposes
Facilitating job function performance;

Facilitating and communicating business information within the county network;
Coordinating meeting locations and resources for the county;

NS

functions.

Prohibited Uses of Computers, Mobile Devices, and Information Systems, Including but Not
Limited to E-mail, Chat, and the Internet

Communicating with outside organizations as required in the performance of employee job
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12.

13.

14.

15.

16.
17.
18.
19.

20.

21.

22.

Violating local, state, and/or federal law;

Harassing or disparaging others based on age, race, color, national origin, sex, sexual orientation,
disability, religion, military status or political beliefs. Harassment and disparagement include but
are not limited to slurs, obscene messages, or sexually explicit images, cartoons, or messages;
Threatening others;

Soliciting or recruiting others for commercial ventures, religious or political causes, outside
organizations, or other matters which are not job related:;

Using computers, mobile devices, or information systems in association with the operation of any
for- profit business activities or for personal gain;

Sabotage, e.g. intentionally disrupting network traffic or crashing the network and connecting
systems or intentionally introducing malware;

Accessing an employee's files without authorization and with no substantial business purpose;
Vandalizing the data of another user;

Forging any electronic communication;

. Sending rude or obscene messages (e-mail and chat should not be used to send anything that would

embarrass or discredit Fairfield County);

. Disseminating unauthorized confidential or proprietary Fairfield County or client documents or

information or data restricted by government laws or regulations;

Browsing or inquiring upon confidential records maintained by Fairfield County without substantial
business purpose;

Disseminating (including printing) copyrighted materials, articles, or software in violation of
copyright laws;

Accessing the Internet in any manner that may be disruptive, offensive to others, or harmful to
morale;

Transmitting materials (visual, textual, or auditory) containing ethnic slurs, racial epithets, or
anything that may be construed as harassment or disparagement of others based on age, race, color,
national origin, gender, sexual orientation, disability, religious or political beliefs;

Sending or soliciting sexually-oriented messages or images;

Using the Internet or chat for political activity;

Using the Internet to sell goods or services not job related or specifically authorized in writing by
an approving authority;

Downloading and viewing non-work-related streaming audio or video (e.g. listening to radio
stations, etc.) due to the limited bandwidth of the system;

Intentionally using Internet facilities to disable, impair, or overload performance of any computer
system or network or to circumvent any system intended to protect the privacy or security of another
user;

Speaking to the media or to the public within any news group or chat room on behalf of Fairfield
County if not expressly authorized to represent Fairfield County;

Uploading or downloading games, viruses, copyrighted material, inappropriate graphics or picture
files, illegal software, and unauthorized access attempts into any system.



NOTE: Whether on working time or not, these prohibitions apply at all times to county-owned
computers, mobile devices, and information systems. Personnel cannot expect that the
information they convey, create, file, or store in Fairfield County computers and information
systems will be confidential or private regardless of the employee's intent.

Use of E-mail and Collaboration Systems

1. Public Records

a. Documents in electronic mail format are records as defined by the Ohio Revised Code when
their content relates to the business of the office. Email is to be treated in the same fashion
as records in other formats and should follow the same retention schedules.

b. Public E-mail accounts - Records in public email accounts used to conduct public business
are subject to disclosure, and all officials, employees, or other representatives of this office
are instructed to retain such e-mails that relate to public business in accordance with this
public office’s record retention schedule. Records in public email accounts used while on
county computers not used to conduct public business, while strongly prohibited by this
office’s policies and procedures are not subject to disclosure.!

c. Private E-mail accounts - Records in private email accounts used to conduct public business
on public property (i.e. county computers) may be subject to disclosure, and all officials,
employees, or other representatives of this office are instructed to retain such private emails
should they relate to public business.? Such emails from private account should be treated as
records of this office, retaining them per established schedules, and making them available for
inspection and copying in accordance with the Public Records Act.

2. Official Use

! State ex rel. Wilson- Simmons v. Lake County Sheriff’s Dept. (1998), 82 Ohio St. 3d 37. (Court holds that the requested e-mail
consisting of racist slurs, although reprehensible, does not serve to document the organization, functions, policies, decisions,
procedures, operations, or other activities of the sheriff’s department).

2 Case law is undecided as to private email use on county property. Therefore, county employees are cautioned against using
private email accounts for public business, particularly when such email is created from county computer usage.
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a. When using e-mail or chat, as with all written official communications, personnel are
expected to display a formal, businesslike demeanor in order to reflect professionalism and
credibility upon Fairfield County and themselves.

b. Everyone is responsible and liable for the content of his or her electronic mail or message.
As stated earlier, all electronic data may be accessed at any time by FCIT or management
for legal or business purposes.

3. Nonofficial Use

a. Personnel may access e-mail and chat systems for nonofficial business provided that such
communication does not disrupt or interfere with official Fairfield County business, is kept to
a minimum duration and frequency, and is not political in nature. Similar to telephone usage,
minimal personal e-mail and chat may be received or sent provided that no cost is incurred
by Fairfield County.

b. Please remember that there is no expectation of privacy for anything sent by e-mail or chat,
and that others can view this information at any time.

4. Internet Access Guidelines

a. Applicability - This policy provides only guidelines to Fairfield County personnel for
Internet access. It does not supersede state or federal laws or any office policies regarding
confidentiality, information dissemination, or standards of conduct.

b. General Information - In the effort to enhance client service and facilitate communication
among personnel, Fairfield County provides most personnel with Internet access, as
determined by each employee’s appointing authority. Personnel Internet access
accommodates basic e-mail functions, file transfer, and interactive terminal access to
accomplish county business goals. Fairfield County permits personnel to use and explore
this technology so that everyone may become as proficient as possible in order to improve
work quality and efficiency. All Fairfield County personnel must become familiar with and
acknowledge Fairfield County policies relating to the Internet use in order to make the best
use of the technology, maintain a professional environment, and protect valuable Fairfield
County and client information.

c. Guidelines for Incidental/Occasional Personal Internet Usage - Generally, the Internet is to
be used for work-related purposes. Fairfield County will permit personal use of the Internet
with reasonable restrictions as to the amount of time devoted to personal usage and sites
visited provided such use does not adversely affect business or productivity.
Incidental/occasional use is comparable to time authorized for meals and reasonable breaks
during the workday and those times only should be used to attend to personal matters.
Fairfield County has the right to insist that agency Internet resources are devoted to
maintaining the highest degree of productivity. Personal Internet usage is a privilege, not a
right. As such, the privilege may be revoked at any time and for any reason. Please remember
incidental/occasional use is considered part of the meal and break time of personnel.
Personnel are not permitted to utilize the Internet for personal use equal to meal and break
times and also take their scheduled meal and breaks. Such actions will be considered
excessive,

d. Filtering by Screening Software - FCIT has the right and may filter and deny users Internet
access to sites considered inappropriate. Although not all-inclusive, examples of
inappropriate sites that may be filtered are those depicting violence/profanity, partial or full
nudity, sexual activity, gross depictions, intolerance, satanic/cult images, militant/extremist
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images, questionable/illegal, and gambling activities. Please remember that there is no
expectation for privacy for an employee's use of the Internet and that others can view this
activity at any time. EXCEPTION: Certain employees, such as Sheriff’s detectives, require
the ability to access the internet without being filtered. The employee’s appointing authority
may instruct FCIT to cease filtering the internet access of any specific user. Such request
does not bypass activity monitoring and/or logging.

Securing Computer Equipment, Mobile Devices, and Electronic Data

1. General

a

Fairfield County employees who are responsible for or are assigned portable computer
equipment, mobile devices, and electronic media (i.e., laptops, flash memory devices,
external hard drives, DVD's, CD's, etc.) shall secure those items when not in the office. These
items routinely contain confidential and/or HIPAA information, which could be
compromised if lost or stolen.

If a Fairfield County employee is responsible for a pool of portable equipment (e.g.,
equipment that is shared by many employees), the equipment shall be secured while in and
out of the office. Sign-in and sign-out sheets shall be utilized to track the location of the
equipment at all times. The sign in and out sheet at a minimum should include the employee's
name that is using the equipment and date of checkout and return.

When in possession of computer equipment, mobile devices, or media overnight, the
computer equipment, mobile device, and media is expected to be secured in the employee’s
hotel room, residence, etc., in the most secure manner possible. When absolutely necessary,
computer equipment, mobile devices can be placed in the trunk of a vehicle so long as items
are not visible, but the trunk and the vehicle must be locked. Leaving computer equipment
on the front or back seat of a vehicle, or in any way visible, is not permitted.

If an employee loses a piece of equipment or it is stolen, they are required to immediately
notify their supervisor and FCIT.

Failure to properly secure portable computer equipment, mobile devices, and electronic data
is subject to disciplinary action.

2. Physical Security

a

Agencies and users shall protect county-owned and county-authorized portable computing
devices, removable storage components and removable computer media as well as privately
owned or contractor-owned equipment which is connected to the Fairfield County Network
from unauthorized access. Physical security measures shall incorporate at a minimum the
practices listed below.

i. Portable computing devices, mobile devices, computer media and removable
components, such as disk drives and network cards, shall be stored in a secure
environment. Devices shall not be left unattended without employing adequate
safeguards, such as cable locks, restricted access environments or lockable cabinets.

ii. When possible, portable computing devices, mobile devices, computer media and
removable components shall remain under visual control while traveling. If visual
control cannot be maintained, then necessary safeguards shall be employed to protect
the physical device, computer media and removable components.

iii. Safeguards shall be taken in public or common areas to avoid unauthorized viewing
of sensitive or confidential data.
-12 -



3. Operation and Maintenance

a. All county, privately-owned or contractor-owned devices that are authorized by FCIT for
work use must meet, at minimum, the following guidelines:

V.

Malware protection. All systems connected to any county-operated network must be
protected by malware software approved by FCIT.

System configuration. FCIT may require mandatory system configurations or
settings for software or operating systems on any devices connected to any county-
operated network, in order to protect the network. Device operating systems shall be
maintained with appropriate vendor security patches and updates.

Encryption. County data, applications and other system resources stored on portable
computing devices shall be secured in accordance with the agency’s riskassessment
as defined in Ohio IT Policy ITP-B.1, “Information Security Framework.” Methods
for securing information maintained on portable devices may include as applicable,
but not be limited to; personal firewalls, BIOS passwords, Data/application
encryption, hard drive encryption, screen locking, screen timeout, security tokens.
Backup. FCIT does not routinely back-up the contents of any portable devices. Data
requiring a backup routine must be saved only to FCIT authorized servers.

b. Guidelines for management and maintenance of personal and county data on portable
computing devices.

County-owned Devices. Personal data may, from time to time, be temporarily stored
on county-owned portable computing devices and mobile devices, provided said data
and data access is in accordance with the county’s Computer and Information
Systems Usage Policy.

1. Upon termination of employment, contract, or appointment, or when the
employee or contractor assignment no longer requires the county-owned
device, the device must be immediately returned to FCIT by the employee,
contractor, or appointing authority. When a device is removed from service,
the employee, contractor, or appointing authority must immediately return
the device to FCIT for sanitization. Any non-county data found on the
personal device will be permanently deleted. County data remaining on the
device will be appropriately addressed by FCIT.

Privately-owned Devices. When the device is no longer authorized for official county
business because of termination of employment, termination of contract, change of
assignment, or any other means, FCIT shall take appropriate action to remove or
verify the removal of county software and data.

Data Synchronization (Syncing). Fairfield County disclaims legal liability for the
loss of non-county data, as well as the confidentiality of data synchronized or
transmitted to county-owned or county-operated devices.
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4. Lost and Stolen Devices

The loss or theft of any portable computing device or mobile device, regardless of ownership by the
county, employee, contractor, or etc., must be immediately reported to FCIT.

5. Privately-Owned and Contractor-Owned Portable Computing Devices

The use of privately-owned or contractor-owned devices (i.e., mobile devices and laptops) for
official county business must be authorized in advance by FCIT. Any portable computing device
that is authorized by FCIT for county business must meet the following requirements:

a. The device owner is responsible for the installation and maintenance of malware protection.
The malware protection used must be approved by FCIT.

b. The device owner is responsible for enabling a personal firewall, when the device is capable,
prior to connecting the device to any county-owned or operated network.

c. Disclaim in writing any agency liability for the safeguarding or maintenance of non-state
data or portable computing devices used in support of official state business or while acting
as an agent of the state. The disclaimer shall include a component stating that users of
privately-owned devices used for state work shall not have any expectation of personal
privacy regarding the device and that such devices may be confiscated as evidence in civil
or criminal proceedings.

6. Education and Awareness
Agencies shall ensure that portable computing device security is addressed in education and

awareness programs. All employees, contractors, and other authorized users must agree to this
security policy at the beginning of their respective appointments or assignments.
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Authentication

Passwords are the primary form of authentication into computer systems. They are the front line of
protection for user accounts. A poorly chosen, misused, or misappropriated password may result in the
compromise of Fairfield County’s entire internal computer network. As such, and as a condition of being
granted limited access to a portion of Fairfield County’s computer equipment and network all Fairfield
County employees, as well as contractors and vendors with access to Fairfield County systems, are
responsible for taking the appropriate steps, as outlined below, to select and secure their passwords. An
employee’s breach of the procedures outlined below may subject the employee to appropriate discipline up
to, in an appropriate case, termination of employment.

This policy applies to all employees and other personnel (collectively “users” or singularly a “user”) who
have access to, use of, or are responsible for an account, or any form of computer or network the use of
which supports or requires a password, on any computer, computer system, or network that resides at any
Fairfield County facility, has access to the Fairfield County network, or stores any public or non-public
Fairfield County information.

1. General Password Information

a. All user-level computer passwords (e.g., desktop computer, etc.) must be changed at least
once every 90 days and this change will be programmatically enforced by Fairfield County.
Notwithstanding that policy, in its discretion Fairfield County and its respective departments
may impose a policy upon their employees that require passwords to be changed more often
than every 90 days. Employees are hereby advised that the timeframe for password
expiration is revolving, with each 90-day period commencing at the last time the user
changed the password. An employee or other user is always permitted to change passwords
more often than the minimum requirement, if he or she so desires.

b. The password is required to be twenty (20) characters.

c. Usersor user accounts that have system-level privileges granted through group memberships
or programs such as "sudo” must have a unique password from all other accounts held by

that user. By way of example, and not limitation, domain administration and local computer
administration accounts belong to this category.

d. Passwords must not be inserted into email messages or other forms of electronic
communication, regardless of the recipient of the message.
e. All user-level and system-level passwords must conform to the guidelines described below.

2. Multifactor Authentication
a. All county user accounts are required to have multifactor authentication enabled through the
county deployed multifactor solution. Acceptable second factor sources are as follows:
I.  The branded mobile app from the deployed solution
il. One Time Password (OTP) sent via text to a mobile device
ii. Telephone call to associated phone
v. Physical multifactor device or token as assigned by FCIT (when appropriate for
specific cases)

-15-



3. Password Guidelines
a.  General Password/Passphrase Construction Guidelines

Please follow the below best practices when creating your password/passphrase:
1. Use an easy to remember but uncommon group of four to eight words.
2. Add spaces within and between words.
3. Use capital letters or capitalize certain words.
4. Add punctuation and special characters that make sense to the user but no one
else.
5. Use unusual or abbreviated spellings of words.
6. Make some letters into numbers.
Examples below: NOTE: Do not use either of these examples as passwords.
1. crazy$ delightful notice Test
2. several&Western whether case

b. Password Protection Standards

=

VL.

Vi,

Do not use the same password for Fairfield County accounts as for other non-
Fairfield County access (e.g., personal ISP account, option trading, benefits, etc.).
Don't reveal a password over the phone or in an e-mail to anyone, for any reason.
Do not share Fairfield County passwords with anyone, including family members,
administrative assistants, secretaries, coworkers, or supervisors, even if you will be
away from work for a period of time.

Don't reveal a password on questionnaires or security forms.

Do not store passwords in a file on ANY computer system (including mobile devices)
without encryption that has been previously approved by FCIT.

Do not write passwords down and store them anywhere in your office.

If someone demands a password, refer them to this document or have them call
someone at FCIT.

If an account or password is suspected to have been compromised, report the incident
to FCIT and change all passwords.

Password cracking or guessing may be performed on a periodic or random basis by
FCIT or its delegate(s). If a password is guessed or cracked during one of these scans,
the user will be required to change it.

c. Application Authentication Standards - FCIT must review and approve all applications prior

to being deployed on any Fairfield County system. FCIT, in its sole discretion, may approve
or deny installation of any given application based on its compliance or exception to this

policy.

d. Restricted-Use and Independent Software Authentication Management - For departmental

or division (hereinafter, “office”) -only software that has internal security not managed by a
directory service under the authority of FCIT, the highest supervisor, manager, or director
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of that office has the responsibility to maintain the users, passwords, and internal security of
that application. In such case, that office shall enforce the password rules and policies set
forth herein. That office shall perform a quarterly audit of such system(s). The responsible
office shall notify FCIT of any existing applications that qualify for governance under this
section of the Password Policy.

e. Use of Passwords and Passphrases for Remote Access Users - Access to the Fairfield County
Networks via remote access is to be controlled using either a one-time password
authentication or a public/private key system with a strong passphrase.

f.  Exceptions - Exceptions to this policy include only accounts and passwords upon which a
password policy has been mandated by an office of higher authority than FCIT (i.e. Secretary
of State, State of Ohio Office of Information Technology, etc.). FCIT shall be notified of
any such exceptions.

NOTE - Violations of this policy will be reviewed on a case-by-case basis and may result in
disciplinary action up to and including termination.

Off-Duty Use of Social Media

Fairfield County supports the free exchange of information and camaraderie among employees on the
internet off-duty. However, when internet blogging, chat room discussions, email, text messages or other
forms of electronic communication extend to employees revealing confidential information about Fairfield
County, or engaging in posting inappropriate material about Fairfield County or its officers or employees,
the employee who posts such information or assists in posting such material may be subject to disciplinary
action, up to and including termination.

While off-duty, employees are reminded to be careful of the information they disclose on the internet,
including social media sites. The following uses of social media off-duty are strictly prohibited:

1.

Comments or displays about coworkers or supervisors or Fairfield County that are vulgar, obscene,
threatening, intimidating, harassing, or a violation of Fairfield County’s workplace policies against
discrimination, harassment or hostility on account of age, race, religion, sex, ethnicity, nationality,
disability, military status or other protected class, status, or characteristic. Fairfield County policies
with respect to these prohibitions apply to off-duty conduct;

Statements or uses of Fairfield County’s logo or trademark which are slanderous or detrimental to
Fairfield County, including evidence of the misuse of Fairfield County’s authority, insignia or
equipment;

Engagement in unprofessional communication. “Unprofessional communication” includes that
which, if left unaddressed, could potentially result in a civil or criminal cause of action against
Fairfield County. “Unprofessional communication” also includes that which Fairfield County could
demonstrate has a substantial risk of negatively affecting Fairfield County’s reputation, mission or
operations, such as slander, defamation or other legal cause of action.

Disclosure of confidential and/or proprietary information acquired in the course of employment.
Confidential information includes not only information that would not be available pursuant to a
public records request, but also includes any information which does not relate to an issue of public
concern.

Comments or displays which impact employees' abilities to perform their job duties or Fairfield
County’s ability to maintain an efficient workplace.
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Social media sites may be inspected by Fairfield County to determine potential violations of Fairfield
County policy. If an employee believes that an online communication violates any Fairfield County policy,
the employee should immediately report the communication to his or her supervisor. Fairfield County may
investigate the matter, determine whether such communication violates Fairfield County policies, and take
appropriate action. This action may include discipline, up to and including termination.

This policy does not apply to communications protected by the U.S. or Ohio Constitutions. Employees
should see their supervisors with any questions or concerns about this policy.
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SECTION: 1:6
SUBJECT: PUBLIC RECORDS REQUEST POLICY

Introduction
It is the policy of the Fairfield County Commissioners Office that openness leads to a better-informed
citizenry, which leads to better government and better public policy.

Public Records

This office, in accordance with the Ohio Revised Code, defines records as including the following: any
document — paper, electronic (including, but not limited to, e-mail), or other format — that is created or
received by, or comes under the jurisdiction of a public office that documents the organization, functions,
policies, decisions, procedures, operations, or other activities of the office. All records of the Fairfield
County Commissioners are public unless they are exempt from disclosure under the Ohio Revised Code.
It is the policy of the Fairfield County Commissioners Office, as required by Ohio law, that records will be
organized and maintained so that they are readily available for inspection and copying.

Records Requests

Each request for public records should be evaluated for a response using the following guidelines:
Although no specific language is required to make a request, the requestor must at least identify the records
requested with sufficient clarity to allow the public office to identify, retrieve, and review the records. If it
is not clear what records are being sought, the records custodian must contact the requestor for clarification,
and should assist the requestor in revising the request by informing the requestor of the manner in which
the office keeps its records.

The requestor does not have to put a records request in writing and does not have to provide his or her
identity or the intended use of the requested public record. It is this office’s general policy that this
information is not to be requested. However, the records custodian may ask for a written request and may
ask for the requester’s identity and/or intended use of the information requested if 1) it would benefit the
requestor by helping the public office identify, locate, or deliver the records being sought, and 2) the
requestor is informed that a written request and the requestors identify and intended use of the information
requested are not required.

Public records are to be available for inspection from 8:00 a.m. to 4:00 p.m., Monday through Friday, during
regular business hours, with the exception of published holidays. Public records must be made available for
the inspection promptly. Copies of public records must be made available within a reasonable period of
time. “Prompt” and “reasonable” take into account the volume of records requested; the proximity of the
location where the cords are stored; and the necessity for any legal review of the records requested.
Routine requests for records should be satisfied immediately if feasible to do so. Routine requests include,
but are not limited to, meeting minutes (both in draft and final form), budgets, salary information, personnel
rosters, etc.
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All requests for public records must be acknowledged in writing by the public office within one business
day following the office’s receipt of the request. If a request is voluminous or will require research, the
acknowledgement should include the following:

- An estimated number of business days it will take to satisfy the request.

- An estimated cost if copies are requested.

- Any items within the request that may be exempt from disclosure.
Any denial of public records requested must include an explanation, including legal authority, and the
Prosecutor’s Office should be consulted prior to denying any request. If portions of a record are public and
portions are exempt, the exempt portions are to be redacted and the rest released. If there are redactions,
each redaction must be accompanied by a supporting explanation, including legal authority.

Costs for Public Records

Those seeking public records may be charged only the actual costs of making copies. The charge for paper
copies is $0.10 per page or the amount required by law. If a data storage device is used to respond to a
public records request, the actual cost of such a device shall be assessed to the requestor and must be paid
by the requestor prior to disseminating the requested records. There is no charge for documents e-mailed.
Requestors may ask that documents be mailed to them. They will be charged the actual cost of postage and
mailing supplies, in addition to the charges set under the costs for public records section. Charges may be
waived for efficiency purposes.

E-mail
Documents in electronic mail format are records as defined by the Ohio Revised Code when their content
relates to the business of the Office.

Failure to Respond to a Public Records Request

The Fairfield County Commissioners Office recognizes the legal and non-legal consequences of failure to
properly respond to a public records request.
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ARTICLE 2: MANAGEMENT PRACTICES AND RIGHTS

SECTION: 2:1
SUBJECT: MANAGEMENT RIGHTS

The Appointing Authorities of Fairfield County reserve the rights which are afforded them by virtue of their
capacity and authority under the Ohio Revised Code, together with all such other rights of management
which are inherent by custom to his position. Each Appointing Authority appoints employs, promotes, fixes
the compensation for, and otherwise regulates the employment of all employees under their jurisdiction and
control.

Specifically, management rights include, but are not limited to the following:

1. The right to generally manage through the implementation, enforcement, amendment, deletion, or
revision of policies, procedures, rules, regulations and directives.

2. The right to control the efficiency of operations through organization of work methods or
procedures; layoff or recall of employees due to operational or financial needs; and improvement in
work methods, equipment, machinery and facilities.

3. The right to direct the work force through the determination of its size and number; the number of
shifts required; the work schedules and hours of employment; the necessity for overtime and the
amount, if required; the selection, retention, and assignment of all employees based upon

qualifications and departmental functions and duties, and disciplining them as required, including
suspension, termination, or reduction in pay or position; and promoting, and transferring employees
as needed pursuant to established policy.

4. The right to effectively, efficiently, and economically manage their offices and/or departments
determining acceptable standards of conduct and performances; the methods, means, equipment,
materials, and processes for the accomplishment of work; the department’s goals, objectives,
programs, services, and work to be performed, and to utilize personnel in a manner to meet these
purposes and improve productivity.

5. The right to determine when an emergency exists, and implement actions and assignments deemed
advisable and necessary to effectively and efficiently respond to such emergency situations.

6. The right to exercise complete control and discretion over the budget.
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SECTION: 2:2
SUBJECT: RECRUITMENT AND HIRING

Employment in Fairfield County is employment in a public agency and subject to the laws of Ohio,
including, but not limited to Chapter 124 of the Ohio Revised Code. The types of employment available
include the following:

1. Full-time (permanent). A full-time employee is an employee whose regular hours of service for the
County is based on thirty-five (35) or more hours in a work week and whose appointment is not for
a limited period of time. An employee must work at least thirty-five (35) hours in a work week to
be considered full-time.

2. Part-time (permanent). A part-time employee is an employee whose regular hours of service for the
County total less than thirty-five (35) in a work week, and whose hours of service total at least five
hundred twenty (520) hours annually.

3. Intermittent. An intermittent employee is an employee who works an irregular schedule determined
by the demands of the Appointing Authority and only as needed. An intermittent employee shall not
work more than one thousand (1000) hours per year.

4, Temporary. A temporary employee is an employee who is hired to work a particular, limited period
of time, and whose hours of work could be full or part-time during this period but not in excess of
six months.

5. Seasonal. A seasonal employee is an employee who works a certain regular season or period of the
year performing some work or activity limited to that season or period.

In the event the Appointing Authority determines that a vacancy exists in a classified position and the
Appointing Authority intends to fill the vacancy, the following procedures shall be followed. For vacancies
other than entry level positions, a notice of such position opening may be posted for a defined period of
time, generally at least five (5) working days. The notice shall include the date of posting as well as the date
the notice expires, the classification title, rate of pay, department, and the area of vacancy, and a brief
description. The Appointing Authority may also elect to fill the position by promotion of an existing
employee. The Appointing Authority reserves the right to select a candidate from the applications submitted
internally, from the general public, or by promotion of an existing employee.

The Appointing Authority will make reasonable accommodations for any qualified applicant or
employment with a known disability to ensure equal opportunity and consideration in the application
process.

Any person interested in applying for a position vacancy must timely complete a written application as to
skills, abilities, knowledge, experience, and other information relevant to the position being applied for, and
which must be given to the Authority by the date specified.

Any employee may apply for a posted position vacancy provided he or she possesses the requisite minimum
qualifications and is not serving a probation period. Criteria used in evaluating an applicant’s qualifications
may include such considerations as past performance, the results of pre-employment skills test, aptitude,
attendance records, education, training, prior work history, physical and mental fitness for the position, and
length of service with Fairfield County, Ohio and/or any other job-related criteria.
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The Appointing Authority retains the sole right to determine the qualifications desired for a position
vacancy, to determine the weight attributed to each employment criteria, and to evaluate the relative
qualifications of applicants. Applicants shall be evaluated according to how well their qualifications meet
the requirements of the position including prior work experience/performance. Not all applicants will be
chosen for the interview. The Appointing Authority further reserves the right not to fill or report a vacancy
if he determines that no applicant possesses the desired qualifications.
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SECTION: 2:3
SUBJECT: PREREQUISITES FOR INITIAL AND CONTINUED EMPLOYMENT

An applicant for employment must timely, accurately, and correctly complete an employment application.
Falsification or omission of requested information by the applicant shall be cause for denial of employment,
or termination from employment, if discovered after the applicant has been hired. Evidence of immoral
character, conviction of a felony, or other unsavory conduct unbecoming a public servant of Fairfield
County, or posing a threat to the legitimate business concerns of the Appointing Authority shall also be
cause for denial of or termination from the employment; however, prior criminal conviction shall only be a
bar to employment if such convictions bear a direct and substantial relationship to the position. Applicants
for employment may be required to submit to one or more job-related screening procedures including
reference checks, interviews, background checks, job samples, or skill tests, etc.

Also, prior to actual employment, employees in certain classifications who have been extended a conditional
offer of employment may be required to undergo a medical examination, including drug testing, at the
Appointing Authority’s expense in order to ensure that they are capable of performing the duties and
responsibilities of the position to be assumed.

However, the Appointing Authority shall make reasonable accommodations to the known physical or
mental limitations of a qualified applicant or employee with a disability unless such accommodations would
impose an undue hardship on the operations of such Appointing Authority.

All employees and applicants must be able to perform the essential functions of the position, with or without
reasonable accommodation. In addition, the Appointing Authority, at its own expense, may require a current
employee at any time to take a medical examination conducted by a licensed physician to be selected by the
Appointing Authority, if they have any reason to believe the employee is no longer capable of performing
the essential duties and responsibilities of his or her position.

Prospective employees in certain classifications may further be required to demonstrate their knowledge or
perform certain tests of skill in order to further ascertain such prospective employee’s fitness for the
position. In the event that a position requires educational degrees, licensure or other certification, the

applicant must furnish certified copies of such documents to the Appointing Authority which must be
appropriately maintained in good standing if the applicant is subsequently hired.

Upon hire and annually thereafter, Fairfield County employees are to participate in various educational and
training sessions as deemed necessary by their appointing authorities. All county employees are required to
take an ethics training, cybersecurity training, and unlawful harassment training each year. Each appointing
authority shall be responsible for providing these required trainings to new and existing employees in
conjunction with Fairfield County Human Resources.
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SECTION: 24
SUBJECT: SENIORITY

Seniority is defined for purpose of layoff as the uninterrupted length of continuous service with a state
agency, board, commission, county office, or a state-supported college or university. Service time may be
transferred from agency to agency without loss of seniority provided there is no break in service of more
than thirty (30) days. If an employee is terminated from employment for any reason other than layoff, a
break in service and seniority occurs. If the employee is “reinstated” within one (1) year of his termination
however, continuous service is not deemed to be broken and seniority credit is given for prior service. An
employee who is reinstated within one (1) year of the date of layoff retains previously accumulated seniority
but receives no seniority credit for time spent while on layoff.

Seniority for the purposes of vacation is calculated according to the number of years of service with the
County or any political subdivision of the State of Ohio. The service need not be continuous. The employee
should report the prior service to the Appointing Authority within ninety (90) days of beginning
employment with the County.

For all other purposes, seniority shall be defined as the uninterrupted length of continuous service with

Fairfield County, Ohio. An authorized leave of absence does not constitute a break in service, and seniority
continues to accumulate.
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SECTION: 2:5
SUBJECT: HOURS OF WORK AND OVERTIME

The County will establish the hours of work for all employees. Staff may be required to work days,
evenings, nights and/or weekends due to operational needs. Additionally, the County may alter schedules,
days off and shifts based upon operational needs. Unless prohibited due to operational needs, the County
will meet in advance with employees and give at least two weeks advance notice for significant shift and
schedule changes.

Due to federal regulations, employees who are not exempt from the overtime provisions of the Fair Labor
Standards Act (“FLSA”) are prohibited from signing in or beginning work before their scheduled starting
time, or signing out/stopping work past their scheduled quitting time except with supervisory approval or
in emergency situations. All employees scheduled for a minimum eight (8) hours per day shall be offered
an unpaid lunch period, of which the length and time of day to be taken shall be dependent upon an
employee’s responsibilities and day-to-day assignments. Additionally, non-exempt employees who receive
an unpaid lunch period are prohibited from working during their lunch period except with supervisory
approval or in emergency situations. Non-exempt employees who work outside their regularly scheduled
hours in contravention of this rule shall be paid for all hours actually worked, but may be disciplined
accordingly.

Failure to properly sign in or out as required, misrepresenting time worked, altering any time record, or
allowing a time record to be altered by others will result in disciplinary action.

Generally, employees not exempt from the overtime provisions of the FLSA shall be compensated for
overtime for all hours actually worked in excess of forty in any one work week, regardless of the employee’s
regularly scheduled work day. Sick leave, vacation leave, personal days, compensatory time, holidays and
other paid and unpaid leaves shall not be considered hours worked for purposes of overtime compensation.
Overtime shall be compensated at a rate of one and one-half times the employee’s regular rate of pay for
actual overtime worked. Appointing Authorities may establish policies for payment of on-call rates of pay
for employees required to work during emergency situations.

The County may mandate overtime as a condition of continued employment. Supervisors shall attempt to
distribute overtime as equally as practicable among qualified employees within those classifications in
which overtime is required. An employee who refuses to work a mandatory overtime assignment may be
considered insubordinate and disciplined accordingly. Additionally, the County may authorize or require
employees to work a flexible schedule in a work week. For overtime eligible employees, a flexible schedule
must occur within a single forty-hour work week.

A partial overtime exemption, or differing work schedule, may apply to certain employees, such as safety
forces.

Overtime Exempt Employees

Employees who are exempt from the overtime provisions of the FLSA are not eligible for

overtime payment. The appropriate appointing authority shall determine if an employee is exempt from
overtime requirements for purposes of the FLSA. Such exemptions may include employees whose job
duties are executive, administrative or professional in nature. At the discretion of the appointing authority,
exempt employees may be required to keep track of, and report, their hours without destroying their exempt
status.
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Compensatory Time — Non-Exempt Employees Only

Non-exempt employees: At the discretion of the Appointing Authority, certain non-exempt

employees may be permitted to take compensatory time-off in lieu of overtime payment. Compensatory
time, like overtime, shall accrue at a rate of at one and one-half times the hours actually worked and, for
non-safety forces, applies only to hours actually worked in excess of forty (40) in any one work week. For
employees of a Job and Family Services, compensatory time must be used within one hundred eighty (180)
days of its accrual. For all other County employees, compensatory time must be used within three hundred
sixty-five (365) days of its accrual. Compensatory time will be used on a first-in, first-out basis.
Compensatory time not used within the requisite time period will be paid out.

Non-safety force employees may not exceed the maximum accrual cap of two hundred forty (240) hours.
Safety forces employees may not exceed the maximum accrual cap of four hundred eighty (480) hours.

The appointing authority may, at its sole discretion, require an employee to use his compensatory

time prior to the employee reaching the one hundred eighty (180) or three hundred sixty-five (365) day
accrual limit. Additionally, the Appointing Authority may choose to pay out an employee’s compensatory
time. If an employee’s compensatory time is paid out, the employee shall receive payment at the employee’s
regular rate of pay at the time of payment.

FLSA Statement

The County intends to comply with all FLSA provisions. Improper deductions that are not in

accordance with the FLSA are prohibited. Additionally, improperly classifying individuals as “exempt”
from overtime is prohibited. Any deduction that is subsequently determined to be improper, or any
exemption status later found to be improper, shall be reimbursed. Any employee who believes that he has
had an improper deduction from his salary, or who believes he has been improperly classified under the
FLSA, shall submit a complaint in writing to Human Resources (740-652-7895). The Human Resources
Director will investigate and see that a written response is provided in a timely manner to ensure a good
faith effort to comply with the FLSA.
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SECTION: 2:6
SUBJECT: LACTATION BREAKS

All employees that have recently given birth shall be allowed reasonable break time in order to express
breast milk for her feeding child each time the employee has a need to express milk, for up to one year after
the child's birth. The employee will be provided appropriate space, other than a bathroom, that is shielded
from view and free from intrusion from co-workers and members of the public, to be used by the employee
for expressing milk. Lactation breaks under this policy should, to the extent possible, run concurrently with
any other break time available to the employee. To the extent additional time is needed, such additional time
shall be unpaid.

SECTION: 2:7
SUBJECT: WORK ASSIGNMENTS

Employees shall be expected to fully, dutifully, and conscientiously perform those tasks as assigned to them.
Employees may be expected, from time to time, as required, to complete job assignments which are typically
not performed by them or contained in their job description. No employee can refuse a job assignment
unless it would place him in an imminently harmful or life-threatening situation. If an employee objects to
an assignment, he should complete the assignment first, and then file a complaint. Each Appointing
Authority reserves the right to hire and assign work to student, temporary, casual, intermittent, and/or
seasonal employees.
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SECTION: 2:8
SUBJECT: WORKPLACE SAFETY

Each Appointing Authority shall attempt to provide safe and healthy working conditions for its employees
as is consistent with its resources and/or applicable law. In order to assist the County in this goal, it is
necessary for all employees to follow appropriate and accepted safety work rules and to be observant as to
potential work environment hazards or unsafe conditions.

In the event that an employee identifies a hazardous or unsafe condition within the work place, the condition
shall be reported by the employee to the Appointing Authority as soon as possible after its discovery. The
Appointing Authority will review and evaluate the condition and take appropriate corrective measures if
necessary.

In the event that an employee is injured during the course of employment, the incident shall be reported to
the Appointing Authority or appropriate supervisor immediately. The employee shall fully complete the
Workplace Injury Reporting packet found on mymobilewalletcard.com/fairfieldco/ as soon as possible.
When a work- related injury is reported to the Appointing Authority, Fairfield County will fully investigate
the cause and identify appropriate corrective measures. Fairfield County will also ensure that any work-
related injury receives prompt and appropriate medical treatment, including an employee recovery plan that
will enable the employee to safely return to work as soon as possible. The supervisor is to notify Human
Resources of the accident immediately.

If the employee requires medical attention, an “Incident Reporting Packet” should be sent with the employee
to provide to the medical provider at the time treatment is initially sought. If due to the nature of the injury
or other compelling circumstances it is not practical to send the Incident Reporting Packet to the medical
provider with the injured employee at the time treatment is initially provided, then subsequent thereto it is
the employee’s responsibility to deliver the Incident Reporting Packet to the medical provider as soon as
possible after the initial treatment has been rendered. All applicable forms in the packet mustbe completed
and submitted to Human Resources. If medical attention is not required, an “Employee Report of Incident
or Injury” form must be completed and submitted to Human Resources.

If an employee is physically unable to complete the balance of the work day as a result of an accident, he
or she shall be placed on sick leave for the remainder of the day. Further absence may require the employee
to apply for additional sick leave, vacation, or Workers’ Compensation (whichever is applicable). Section
4:13 speaks specifically to Workers’ Compensation injuries.

Employees who are operating a commercial motor vehicle while involved in an accident shall be required
to immediately submit to a drug and alcohol test if there is a fatality to any individual involved in the
accident, or the employee receives a citation for a moving violation and someone involved in the accident
receives medical treatment away from the scene, and/or one of the vehicles sustains disabling damage. Drug
and/or alcohol testing may also be administered in accordance with the County’s policy on alcohol and drug
abuse.
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SECTION: 2:9
SUBJECT: CLASSIFICATION PLAN

A classification plan based upon the duties and responsibilities of positions shall be maintained by the
Appointing Authority. The plan shall include classification specifications consisting of a classification title,
nature of work, essential functions, minimum qualifications, and other job-related characteristics. The
Appointing Authority shall, as needed, review the duties and responsibilities of positions and make
necessary adjustments or revisions to the classification plan.

SECTION: 2:10
SUBJECT: LAYOFF AND RECALL

If it becomes necessary to reduce staffing levels, the Appointing Authority shall lay off employees in
accordance with the rules promulgated by the Director of the Department of Administrative Services.
Layoffs shall only occur when one of the following reasons can be determined:

1. Lack of work
2. Lack of funds
3. Abolishment of positions for reasons of:
a. Reorganization for the efficient operation of the appointing authority;

b. For reasons of economy; or
c. For lack of work.

When it is demonstrated that there is reason to reduce staffing levels, the Appointing Authority shall
determine the number of positions and the classifications in which layoffs will occur. The Appointing
Authority shall also prepare an order of layoff and the displacement and recall of laid-off employees. The
order shall be based on length of service. For purposes of layoffs, length of service shall be the employee’s
continuous service. Continuous service includes service with other appointing authorities 